2- Electronic Mail (SMTP), & Remote Logging (TELNET) 
There are three popular applications for exchanging information. Electronic mail exchanges information between people and file transfer exchanges files between computers. Remote logging runs applications from a remote site.
2.1 ELECTRONIC MAIL

One of the most popular network services is electronic mail (email). Electronic mail is used for sending a single message that includes text, voice, or graphics to one or more recipients. Simple Mail Transfer Protocol (SMTP) is the standard mechanism for electronic mail in the Internet.

2.1.1 Sending email

To send mail, the user creates mail that looks very similar to postal mail. It has an envelope and a message (see Fig.2.1).
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Fig.2.1 Format of an email
Envelope: The envelope usually contains the address, the receiver address, and other information.

Message: The message contains the headers and the body. The headers of the message define the sender, the receiver, the subject of the message, and other information. The body of the message contains the actual information to be read by the recipient.

2.1.2 Receiving Mail

The email system periodically checks the mailboxes. If a user has mail, it informs the user with a notice. If the user is ready to read the mail, a list is displayed in which each line contains a summary of the information about a particular message in the mailbox. The summary usually includes the sender mail address, the subject, and the time the mail was sent or received. The user can select any of the messages and display its contents on the screen.

2.1.3 Addresses

 To deliver mail, a mail handling system must use an addressing system with unique address. The addressing system used by SMTP consists of two parts: a local part and a domain name, separated by an @ sign (see Fig.2.2).

[image: image2.emf]
Fig.2.2 Email Address
Local Part: The local part defines the name of a special file, called the user mailbox, where all the mail received for a user is stored to be used by the user agent.

Domain Name: The second part of the address is the domain name. An organization usually selects one or more hosts to receive and send; they are called mail exchangers. The domain name assigned to each mail exchanger either comes from the DNS database or is a logical name (ex.: the name of the organization).

2.1.4 User Agent (UA)

The first component of an electronic mail system is the user agent (UA). A user agent sometimes is called a mail reader. 

User Agent Types: There are two types of user agents: command-driven and GUI-based.

1. Command Driven: Command –driven user agents belong to the early days of electronic mail. They are still present as the underlying user agents in servers. A command-driven user agent normally accepts a one-character command from the keyboard to perform its tasks. 

2. GUI – Based: Modern user agents are GUI-based. They contain Graphical User Interface (GUI) components that allow the user to interact with the software by using both the keyboard and the mouse. They have graphical components such as icons, menu bars, and windows that make the services easy to access. Some examples of GUI-based user agents are Eudora, Microsoft’s Outlook, and Netscape. 
Services provided by a User Agent: A user agent is a software package (program) that composes (new mail), reads, replies to, and forwards messages. It also handles mailboxes (See Fig.2.3).
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Fig.2.3 User agent
1. Composing Messages: A user is responsible for composing the email message to be sent out. Most user agents provide a template on the screen to be filled in by the user. Some even have a built-in editor that can do spell checking, grammar checking, and other tasks. 
2. Reading Messages: The second duty of the user agent is to read the incoming messages. When a user invokes a user agent, it first checks the mail in the incoming mailbox. Most user agents show a one-line summary of each received mail which contain the following fields:

1. A number field.

2. A flag field that shows if the mail is new, already read but not replied to, read and replied to, and so on.

3. The size of the message.

4. The sender.

5. The subject fields if the subject line in the message is not empty.

3. Replying to Messages: After reading a message, a user can use the user agent to reply to a message.  Normally, a user agent allows the user to reply to the original sender or to reply to all recipients of the message. The reply message normally contains the original message (for quick reference) and the new message side receives the ASCII data and delivers them to MIME to be transformed to the original data. MIME is a set of software functions that transform non-ASCII data to ASCII data and vice versa (See fig.2.4). 

MIME: Electronic mail can send messages only in (Network Virtual Terminal) NVT 7-bit ASCII format so it has some limitations and it cannot be used for languages that are not supported by 7-bit ASCII characters (such as French, German) Also, it cannot be used to send binary files or video or audio data. Multipurpose Internet Mail Extensions is a supplementary protocol that allows non-ASCII data to be sent through e-mail. MIME transforms non-ASCII data at the sender site to NVT ASCII data and delivers them to the client MTA to be sent through the Internet. The message at the receiving side is transformed back to the original data.

MIME defines five headers that can be added to the original SMTP header section to define the transformation parameters:

1. MIME-Version.

2. Content - Type.
3. Content – Transfer – Encoding.

4. Content – ID.

5. Content – Description.
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Fig.2.4 MIME
Fig.2.5 shows the original header and the extended header. 
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Fig.2.5 MIME header

· MIME – Version: This header defines the version of MIME used. The current version is 1.1.
· Content – Type: This header defines the type of data used in the body of the message. The content type and the content subtype are separated by a slash. Depending on the subtype, the header may contain other parameters. MIME allows seven different types of data. These are listed in table 2.1.
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Table 2.1 MIME types and Subtypes

· Content-Transfer-Encoding: This header defines the method used to encode the messages into 0s and 1s for transport. The 5 types of encoding methods are listed in table 2.2.
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Tables 2.2 Content-Transfer-Encoding

· Content-Id: This header uniquely identifies the whole message in a multiple-message environment.
· Content-Description: This header defines if the body is image, audio, or video.
4. Forwarding Messages: Replying is defined as sending a message to the sender or recipients of the copy, or sending it to third party. A user agent allows the receiver to forward the message, with or without extra comments, to a third party.

5. Handling Mailboxes: A user agent normally two mailboxes: inbox and outbox. Each box is a file with a special format that can be handled by the user agent. The inbox keeps all the received e-mails until they are deleted by the user. The outbox keeps all the sent e-mail until the user deletes them. Most user agents today are capable of creating customized mailboxes.

2.1.5 Message

 In the message type, the body is itself a whole mail message, a part of a mail message, or a pointer to a message. Three subtypes are currently used: RFC822, partial, or external-body. The subtype RFC822 is used if the body is encapsulating another message (including header and the body). The subtype partial is used if the original message has been fragmented into different mail messages and this mail message is one of the fragments. The fragments must be reassembled at the destination by MIME. Three parameters must be added: id, number, and the total. The id identifies the message and is present in all the fragments. The number defines the sequence order of the fragment. The total defines the number of fragments that comprise the original message. The following is an example of a message with three fragments:
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The external-body subtype indicates that the body does not contain the actual message but is only a reference (pointer) to the original message. The parameters following the subtype define how to access original message. The following is an example:
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2.1.6 Mail (or Message) Transfer Agent (MTA)

The actual mail transfer is done through Mail Transfer Agents (MTAs). To send mail, a system must have a client MTA: and to receive mail, a system must have a server MTA. In the Internet, message transfer is done through a protocol (and software) named Simple Mail Transfer Protocol (SMTP). To send a message, we need a client SMTP and a server SMTP, In Fig.2.7 we show Alice sending an email to Bob with the SMTP clients and servers needed. Note that mail transfer occurs between the two mail servers, one at Alice’s site and the other at Bob’s site. The mail servers can belong to the ISPs to which Alice and Bob are subscribers, or they can belong to the companies where Alice and Bob work.

Commands and Responses: SMTP uses commands and responses to transfer messages between an MTA client and an MTA server. Each command or reply is terminated by a two-character (carriage return and line feed) end-of-line token. 
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Fig.2.7 Email Delivery
· First Stage: Here, the email goes from the user agent to the local server. The mail does not go directly to the remote server because the remote server may not be available at all times. Therefore, the mail is stored in the local server until it can be sent. The user agent uses SMTP client software, and the local server uses SMTP server software.

· Second Stage: In the second stage, the email is relayed by the local server, which now acts as the SMTP client, to the remote server, which is the SMTP server in this stage. The email is delivered to the remote server, not to the remote user agent. The reason is that SMTP messages must be received by a server that is always running since mail can arrive at any time. However, people often turn off their computers at the end of the day, and those with laptops or mobile computers do not normally have on all the time. So usually an organization (or ISP) assigns a computer to be the email server and run the SMTP server program. The email is received by this mail server and stored in the mailbox of the user for later retrieval.

· Third Stage: In the third stage, the remote uses a mail access protocol such as POP3 or IMAP4 to access the mailbox and obtain the mail.
2.1.7 Mail Access Protocols

The first and second stages of mail delivery use SMTP. However, SMTP is not involved in the third stage because SMTP is a push protocol; it pushes the message from the sender to the receiver even if the receiver does not want it. 
The operation of SMTP starts with the sender, not the receiver. On the other hand, the third stage needs a pull protocol; the operation must start with the recipient. The mail must stay in the mail server mailbox until the recipient retrieves it. 
The third stage uses a mail access protocol. 
Currently two mail access protocols are available: Post Office Protocol, version 3 (POP3) and Internet Mail Access Protocol, version 4 (IMAP4). Fig.2.8 shows the position of these two protocols in the most common situation.
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Fig.2.8 POP3 & IMAP4
Post Office Protocol, version 3 (POP3): It’s simple, but it’s limited in functionality. The client POP3 software is installed on the recipient computer; the server POP3 software is installed on the mail server. Mail access starts with the client when the user needs to download email from the mailbox on the mail server. The client (user agent) opens a connection with the server on TCP port 110. It then sends its user name and password to access the mailbox. The user can then list and retrieve the mail messages, one by one. As shown in Fig.2.9.
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Fig.2.9 POP3
IMAP4: Another mail access protocol is Internet Mail Access Protocol, Version 4 (IMAP4). IMAP4 is similar to POP3, but it has more features; IMAP4 is more powerful and more complex. POP3 is deficient in several ways. It does not allow the user to organize mail on the server; the user cannot have different folders on the server. IMAP4 provides the following extra functions:
· A user can check the e-mail header prior to downloading.

· A user can search the contents of the e-mail for a specific string of characters prior to downloading.

· A user can partially download e-mail. This is especially useful if bandwidth is limited and the e-mail contains multimedia with high bandwidth requirements.

· A user can create, delete or rename mailboxes on the mail server.

· A user can create a hierarchy of mailboxes in a folder for e-mail storage. 
2.1.8 Web-Based Mail
E-mail is such a common application that some website today provides this service to anyone who accesses the site. Two common sites are Hotmail and Yahoo. The idea is very simple. Mail transfer from John’s browser to his mail server is done through HTTP. The transfer of the message from the sending mail server to the receiving mail server is still through SMTP. Finally, the message from the receiving server (the Web server) to Bob’s browser is done through HTTP.
The last phase is very interesting. Instead of POP3 or IMAP4, HTTP is normally used. When Bob needs to retrieve his e-mail, he sends a message to the website (Hotmail, for ex.). The website sends a form to be filled in by Bob, which includes the log-in name and the password. If the log-in name and password match, the e-mail is transferred from the Web server to Bob’s browser in HTML format.
2.2 File Transfer Protocol (FTP) 

Is the standard mechanism provided by TCP/IP for copying a file from one host to another. Although transferring files from one system to another seems simple and straightforward, some problems had founded for example, two systems may use different file name conventions. Two systems may have different ways to represent text and data. Two systems may have different directory structures. All these problems have been solved by FTP. 
FTP differs from other client/server applications in that it establishes two connections between the hosts. One connection is used for data transfer, the other for control information (Commands and Responses). Separation of commands and data transfer makes FTP more efficient. The control connection uses very simple rules of communication. Only a line of command or a line of response can be transferred at one time. The data connection, on the other hand, needs more complex rules due to the variety of data types transferred. However, the difference in complexity is at the FTP level, not TCP, because for TCP both connections are treated the same.
FTP uses two well-known TCP ports: Port 21 is used for the control connection, and port 20 is used for the data connection. Fig. 2.10 shows the basic model of FTP. The client has three components: user interface, client control process, and the client data transfer process. The server has two components: the server control process and the server data transfer process. The control connection is made between the control processes. The data connection is made between the data transfer processes.
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Fig. 2.10 FTP
The Control connection remains connected during the entire interactive FTP session. The data connection is opened and then closed for each file transferred. It opens each time commands that involve transferring files are used, and it closes when the file is transferred. In other word, when a user starts an FTP session, the control connection opens. While the control connection is open, the data connection can be opened and closed multiple times if several files are transferred.
Communication over Control Connection: FTP uses the same approach as SMTP to communicate across the control connection. It uses the 7-bit ASCII character set (As Fig. 2.11). Communication is achieved through commands and responses. His simple method is adequate for the control connection because we send one command at a time. Each command is only one short line, so we need not worry about file format or file structure. Each line is terminated with a two-character end-of-line token.
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Fig.2.11 Using Control connection

Communication over Data Connection: The purpose of the connection is different from that of the control connection. We want to transfer files through the data connection. File transfer occurs over the data connection under the control of the commands sent over the control connection. However, we should remember that file transfer in FTP means one of three things (As in Fig.2.12).
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Fig.2.12 File Transfer
· A file to be copied from the server to the client. This is called retrieving a file.

· A file is to be copied from the client to the server. This is called storing a file.

· A list of directory or file names is to be sent from the server to the client. Note that FTP treats a list of directory or file names as a file. It is sent over the data connection.
The client must define the type of file to be transferred, the structure of the data, and the transmission mode. Before sending the file through the data connection, we prepare for transmission through the control connection. The problem is resolved by defining three attributes of communication: file type, data structure, and transmission mode (See Fig.2.13).
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Fig.2.13 Using Data Connection
2.2.1 File Type

 FTP can transfer one of the following file types across the data connection:

· ASCII file: This is the default format for transferring text files. Each character is encoded using ASCII. The sender transfers the file from its own representation to ASCII characters, and the receiver transforms the ASCII characters to its own representation.

· EBXDIC file: If one or both ends of the connection use EBCDIC encoding (used in IBM computers) the file can be transferred using EBCDIC encoding.

· Image file: This is the default format for transferring binary files. The file is sent as continuous stream of bits without any interpretation or encoding. This mostly used to transfer binary files such as compiled programs or images encoded as 0s and 1s. 

If the file is encoding in ASCII or EBCDIC, another attribute must be added to define the printability of the file.
1. Nonprint : This is the default format for transferring a text file. The file contains no vertical specifications for printing. The means that the file cannot be printed without further processing because there are no characters to be interpreted for vertical movement of the print head. This format is used for files that will be stored and processed later.

2. TELNET: In this format the file contains ASCII vertical characters such as CR (Carriage Return), LF (Line Feed), NL (New Line), and VT (Vertical Tab). The file is printable after transfer.
2.2.2 Data Structures: 
FTP can transfer a file across the data connection by using one of the following interpretations about the structure of the data:

· File structure (default): The file has no structure. It is a continuous stream of bytes.
· Record structure: The file is divided into records. This can be used only with text files.
· Page structure: The file is divided into pages having a page number and a page header. The pages can be stored or accessed randomly or sequentially.
2.2.3 Transmission Mode: 
FTP can transfer a file across the data connection by using one of the following three transmission modes:

· Stream mode: This is the default mode. Data are delivered from FTP to TCP as a continuous stream of bytes. TCP is responsible for chopping data into segments of appropriate size. If the data are simply a stream of bytes (file structure), no end-of-file is needed. End-of-file in this case is the closing of the data connection by the sender. If the data are divided into records (record structure), each record will have a 1–byte end-of-record (EOR) character, and the end of the file will have a 1-byte end-of-file (EOF) character. 

· Block mode: Data can be delivered from FTP to TCP in blocks. In this case, each block is preceded by a 3-byte header. The first byte called the block descriptor; the next 2 bytes defines the size of the block in bytes.

· Compressed mode: If the file is big, the data can be compressed. The compression method normally used is run-length encoding. In this method, consecutive appearances of a data unit are replaced by one occurrence and the number of repetitions. In a text file, this is usually spaces (blanks). In a binary file, null characters are usually compressed.

User Interface

Most operating systems provide a user interface to access the services of FTP. The interface prompts the user for the appropriate input. After the user types a line, the FTP interface reads the line and changes it to the corresponding FTP command. 
Anonymous FTP

To use FTP a user needs an account (user name) and a password on the remote server. Some sites have a set of files available for public access. To access these files, a user does not need to have an account or password. Instead, the user can use anonymous as the user name and guest as the password. User access to the system is very limited. Some sites allow anonymous users only a subset of commands. 
2.3 Remote Logging
In the Internet, users may want to run application programs at a remote site and create results that can be transferred to their local site. For example, students may want to connect to their university computer lab from their home to access application programs for doing their homework assignments or projects. One way to satisfy that demand and others is to create a client/server application program for each desired service. Programs such as file transfer programs (FTP), e-mail (SMTP), and so, on are currently available. However, it would be impossible to write a specific client/server program for each demand. The better solution is a general-purpose client/server program that lets a user access any application program on a remote computer; in other word, allow the user to log on to a remote computer. After logging on, a user can use the services available on the remote computer and transfer the result back to the local computer.
2.3.1 (TErminaL NETwork) TELNET

It is a client/server application program; TELNET is the standard TCP/IP protocol for virtual terminal service as proposed by the International Organization for Standard (ISO). TELNET enables the establishment of a connection to a remote system in such a way that the local terminal appears to be a terminal at the remote system.
Timesharing Environment: TELNET was designed at a time when most operating systems, such as UNIX, were operating in a timesharing environment. In such an environment, a large computer supports multiple users. The interaction between a user and the computer occurs through a terminal.
Logging: In a timesharing environment, users are part of the system with some right to access resources. Each authorized user has an identification and password. The user identification defines the user as part of the system. To access the system, the user logs into the system with a user id or log-in name. The system also includes password checking to prevent an unauthorized user form accessing the resources. Fig.2.14 shows the logging process. When a user logs into a local timesharing system, it is called local log-in.

As a user types at a terminal or at a workstation running a terminal emulator, the keystrokes are accepted by the terminal drive. The terminal driver passes the characters to the operating system. The operating system, in turn, interprets the combination of characters and invokes the desired application program or utility.
When a user wants to access an application program or utility located on a remote machine, this is remote log-in. Here he TELNET client and server programs come into use. The user sends the keystrokes to the terminal driver, where the local operating system accepts the characters but does not interpret them. The characters are sent to the TELNET client, which transforms the characters to a universal character set called Network Virtual Terminal (NVT) characters and delivers them to the local TCP/IP protocol stack.
The commands or text, in NVT form, travel through the Internet and arrive at the TCP/IP stack at the remote machine. Here the characters are delivered to the operating system and passed to the TELNET server, which changes the characters to the corresponding characters understandable by the remote computer.
 However, the characters cannot be passed directly characters from a TELNET server: It is designed to receive characters from a terminal driver. 
The solution is to add a piece of software called a pseudo terminal driver which pretends that the characters are coming from a terminal. The operating system then passes the characters to the appropriate application program. 
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Fig.2.14 Local & Remote Log-in
Network Virtual Terminal: The mechanism to access a remote computer is complex. This is so because every computer and its operating system accept a special combination of characters as token. For example, the end-of-file token in a computer running the DOS operating system is Ctrl+Z, while the UNIX operating system recognizes Ctrl+d.

If we want to access any remote computer in the world, we must first know what type of computer we will be connected to, and we must also install the specific terminal emulator used by that computer. TELNET solves this problem by defining a universal interface called the Network Virtual Terminal (NVT) character set. Via this interface, the client TELNET translates characters (Data or Commands) that come from the local terminal into NVT form and delivers them to the network. The server TELNET, on the other hand, translates data and commands from NVT form into the form accepted by the remote computer. For an illustration of this concept, see Fig. 2.15.

  [image: image18.emf]
Fig. 2.15 Concept of NVT
NVT Character Set:  NVT uses two sets of characters, one for data and the other for control. Both are 8-bit bytes. For data, NVT is an 8-bit character set in which the 7 lowest-order bits are the same as ASCII and the highest-order bit is 0. To send control characters between computers (from client to server or vice versa), NVT uses as 8-bit character set in which the highest-order bit is set to 1.

Embedding: TELNET uses only one TCP connection. The server uses the well-known, and the client uses an ephemeral port. The same connection is used for sending both data and control characters. TELNET accomplishes this by embedding the control characters in the data stream. However, to distinguish data from control characters, each sequence of control characters is preceded by a special control character called Interpret As Control (IAC). 

Options: TELNET lets the client and server negotiate options before or during the use of the service. Options are extra features available to a user with a more sophisticated terminal. Users with simple terminals can use default features. Some control characters discussed previously are used to define options. 

Mode of Operation: Most TELNET implementations operate in one of three modes: default mode, character mode, or line mode.
· Default Mode: is used if no other modes are invoked through option negotiation. In this mode, the editing is done by the client. The user types a character, and the client edits the character on the screen but does not send it until a whole line is completed.
· Character Mode: in this mode, each character typed is sent by the client to the server.

· Line Mode: A new mode has been proposed to compensate for the deficiencies of the default mode and the character mode. In this mode line editing is done by the client. The client then sends the whole line to the server.
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