Packets pass through physical networks to reach these hosts and routers. At the
physical level, the hosts and routers are recognized by their physical addresses. A
physical address is a local address. It must be unique locally, but is not necessarily
unigue universally. It is called a physical address because it is usually (but not
always) implemented in hardware. An example of a physical address is the 48-bit
MAC address in the Ethernet protocol, which is imprinted on the NIC installed in
the host or router.

This means that delivery of a packet to a host or a router requires two levels of
addressing: logical and physical. We need to be able to map a logical address to its
corresponding physical address and vice versa. These can be done by using either
static or dynamic mapping.

Static mapping involves in the creation of a table that associates a logical address
with a physical address. This table is stored in each machine on the network. Each
machine that knows, for example, the IP address of another machine but not its
physical address can look it up in the table. This has some limitations because
physical addresses may change in the following ways:

1. A machine could change its NIC, resulting in a new physical address.

2. In some LANSs, such as LocalTalk, the physical address changes every time the
computer is turned on.

3. A mobile computer can move from one physical network to another, resulting in
a change in its physical address.

Mapping Logical to Physical Address: ARP

Anytime a host or a router has an IP datagram to send to another host or router, it
has the logical (IP) address of the receiver. The logical (IP) address is obtained
from the DNS if the sender is the host or it is found in a routing table if the sender
IS a router. But the IP datagram must be encapsulated in a frame to be able to pass
through the physical network. This means that the sender needs the physical
address of the receiver. The host or the router sends an ARP query packet. The
packet includes the physical and IP addresses of the sender and the IP address of
the receiver. Because the sender does not know the physical address of the
receiver, the query is broadcast over the network .
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Cache Memory

Using ARP is inefficient if system A needs to broadcast an ARP request for each
IP packet it needs to send to system B. It could have broadcast the IP packet itself.
ARP can be useful if the ARP reply is cached (kept in cache memory for a while)
because a system normally sends several packets to the same destination. A system
that receives an ARP reply stores the mapping in the cache memory and keeps it
for 20 to 30 minutes unless the space in the cache is exhausted. Before sending an
ARP request, the system first checks its cache to see if it can find the mapping.

Example 21.1

A host with IP address 130.23.43.20 and physical address B2:34:55: 10:22: 10 has
a packet to send to another host with IP address 130.23.43.25 and physical address
A4:6E:F4:59:83:AB (which is unknown to the first host). The two hosts are on the
same Ethernet network. Show the

ARP request and reply packets encapsulated in Ethernet frames.

Solution



Figure 21.5 shows the ARP request and reply packets. Note that the ARP data field
in this case is 28 bytes, and that the individual addresses do not fit in the 4-byte
boundary. That is why we do not show the regular 4-byte boundaries for these
addresses.
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RARP

Reverse Address Resolution Protocol (RARP) finds the logical address for a
machine that knows only its physical address. Each host or router is assigned one
or more logical

(IP) addresses, which are unique and independent of the physical (hardware)
address of the machine. To create an IP datagram, a host or a router needs to know
its own IP address or addresses. The IP address of a machine is usually read from
its configuration file stored on a disk file.

However, a diskless machine is usually booted from ROM, which has minimum
booting information. The ROM is installed by the manufacturer. It cannot include
the IP address because the IP addresses on a network are assigned by the network
administrator.

The machine can get its physical address (by reading its NIC, for example), which
is unique locally. It can then use the physical address to get the logical address by
using the RARP protocol. A RARP request is created and broadcast on the local
network.

Another machine on the local network that knows all the IP addresses will respond
with a RARP reply. The requesting machine must be running a RARP client
program; the responding machine must be running a RARP server program.

There is a serious problem with RARP: Broadcasting is done at the data link layer.
The physical broadcast address, does not pass the boundaries of a network. This
means that if an administrator has several networks or several subnets, it needs to
assign a RARP server for each network or subnet. This is the reason that RARP

Is almost obsolete.



The Dynamic Host Configuration Protocol (DHCP)

When a DHCP client sends a request to a DHCP server, the server first checks its
static database. If an entry with the requested physical address exists in the static
database, the permanent IP address of the client is returned. On the other hand, if
the entry does not exist in the static database, the server selects an IP address from
the available pool, assigns the address to the client, and adds the entry to the
dynamic database.

The dynamic aspect of DHCP is needed when a host moves from network to
network or is connected and disconnected from a network (as is a subscriber to a
service provider). DHCP provides temporary IP addresses for a limited time.

The addresses assigned from the pool are temporary addresses. The DHCP server
issues a lease for a specific time. When the lease expires, the client must either stop
using the IP address or renew the lease. The server has the option to agree or
disagree with the renewal. If the server disagrees, the client stops using the
address.



