Channel coding and error correcting:
Parity check: the simplest error detecting scheme is to append a parity bit to the end of a block of data. A typical example is character transmission, in which a parity bit is attached to 7 bit character, the value of this bit is selected so that the character has an even number of 1​​​​​​​'s(even parity)or an odd number of 1's(odd parity).
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H.W: draw the block diagram of even and odd parity checker.

Cyclic redaandancy check (CRC)coding: one of the most common , and one of the most powerful ,error –detecting code is the cyclic redundancy check (CRC),which can be describe as follows:

Given a K bit block of bits, or massage, the transmitter generate an (n-k) bit sequence known as a frame check sequence (FCS) such that the resulting frame ,consisting of n bits is exactly divisable by some predetermined numbers .The receiver then divide the incoming frame by that number and and if there is no reminder, assume there was no error.

Now define:

T:n-bit frame to be transmitted.

D:k-bit block of data.

F:(n-k)-bit FCS

P: pattern .

F is the reminder of    (2n-kD)/P

If the reminder of received message divisible by P is zero then no error is occur otherwise error has been happened.

The pattern P is chosen to be one bit longer than the desired FCS.

Example: D= 1010001101,   P=110101  and FCS(5bit)

Calculate FCS.

SOL k=10 bit   n= 15 bit  n-k=5bit then

   (2n-kD)= 101000110100000

FCS=reminder of (2n-kD)/P the division is module 2 

                        1101010110

110101      101000110100000

                  110101

                    111011

                    110101

                        111010

                        110101

                             111110

                             110101

                                 101100

                                 110101 

                                   110010

                                   110101

                                       01110----------------FCS

H.Wif the received messages 101000110101110and 101100110101110 show which one is correct 

Figure below indicates the general architecture of the shift register implementation of a CRC  for the polynomial
P(x)=∑n-k AiXi
Where A0=An-k=1 and all other Ai equal either 0 or 1
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Example: implement the logic circuit for previous example 
    D=1010001101  D(X)= X9+X7+X3+X2+1

    P=110101           P(X)=X5+X4+X2+1

Then write down the truth table for the message and explained FCS and output sequence.

Sol  figure below shows the shift register implementation:


[image: image3]
The process begin with the shift register cleared (all zeros) and:

C0t=C4t-1  XOR  It-1                C1t=C0t-1        C2t=C1t-1XOR C4t-1 XOR It-1 

C3t=C2t-1                                C4t=C3t-1 XOR C2t-1 XOR It-1

The message is then entered one bit at a time starting with most significant bit as shown in truth table.

To produce the proper output. Two switches are used the input data bits are fed in with both switches in the A position for the first 10 steps as soon as the last bit is provided to the shift register bothe switches are set to the position B the circuit becomes as shown below:



	Step
	C4
	C3
	C2
	C1
	C0
	i/p
	o/p

	Initial
	0
	0
	0
	0
	0
	1
	1

	Step1
	1
	0
	1
	0
	1
	0
	0

	Step2
	1
	1
	1
	1
	1
	1
	1

	Step3
	1
	1
	1
	1
	0
	0
	0

	Step4
	0
	1
	0
	0
	1
	0
	0

	Step5
	1
	0
	0
	1
	0
	0
	0

	Step6
	1
	0
	0
	0
	1
	1
	1

	Step7
	0
	0
	0
	1
	0
	1
	1

	Step8
	1
	0
	0
	0
	1
	0
	0

	Step9
	1
	0
	1
	1
	1
	1
	1

	Step10
	0
	1
	1
	1
	0
	
	

	Step11
	1
	1
	1
	0
	
	
	

	Step12
	1
	1
	0
	
	
	
	

	Step13
	1
	0
	
	
	
	
	

	Step14
	0
	
	
	
	
	
	


H.W implement logic circuit with p=1011001 then find the FCS FOR 1011101101, 1010001100 messages.

 Block error correction codes: error detection is useful technique found in data link control protocols such a HDLC and in transport protocol ,such as TCP however ,correction of error using an error detection code require that block of data be retransmitted .

In block code error correction there are four possible outcomes

	Outcomes
	State

	There is no bit in error 
	 No Retransmission 

	There is an error detected and can be corrected
	No Retransmission

	There is an error detected and can not be corrected
	Retransmission

	There is an error that can not be detected 
	No Retransmission


To know how block code error correction is work we must define hamming distance d(v1,v2) which is represent the disagree between two binary sequence such as 

V1=011011            V2=110001

D(v1,v2)=3 bit 

Example:  Two binary bit codes is encoded as below:

00 00000

01 00111

10   11001

     11   11110

What about the 32 possible states at receiver.

	State
	Minimum distance
	Valid codeword
	Note 

	00000
	0
	00000
	

	00001
	1
	00000
	

	00010
	1
	00000
	

	00011
	1
	00111
	

	00100
	1
	00000
	

	00101
	1
	00111
	

	00110
	1
	00111
	

	00111
	0
	00111
	

	01000
	1
	00000
	

	01001
	1
	11001
	

	01010
	2
	00000 or 11110
	Retransmission

	01011
	2
	00111 or 11001
	Retransmission

	01100
	2
	00000 or 11001
	Retransmission

	01101
	2
	00111 or 11001
	Retransmission

	01110
	1
	11110
	

	01111
	1
	00111
	

	10000
	1
	00000
	

	10001
	1
	11001
	

	10010
	2
	00000 or 11110
	Retransmission

	10011
	2
	00111 or 11001
	Retransmission

	10100
	2
	00000 or 11110
	Retransmission

	10101
	2
	00111 or 11001
	Retransmission

	10110
	1
	11110
	

	10111
	1
	00111
	

	11000
	1
	11001
	

	11001
	0
	11001
	

	11010
	1
	11110
	

	11011
	1
	11001
	

	11100
	1
	11110
	

	11101
	1
	11001
	

	11110
	0
	11110
	

	11111
	1
	11110
	


Another way of putting the relationship between the dmin and t1 or t2  such that  

t1=  (dmin-1)/2  which is the maximum number of guaranteed correctable error per codeword.

t2 = dmin-1 which is the number of error that can be detected.

For above example 

d(00000,00111)=3 bit          d(00000,11001)=3 bit

d(00000,11110)=4bit           d(00111,11001)=4bit

d(00111,11110)=3bit           d(11001,11110)=3bit

t1=(3-1)/2=1 bit

t2=3-1 =2bit 

 hamming code: hamming code  are a family of (n,k) block error code that have the following parameters:

                  Block length n=2m-1

Number of data bits= k=2m-m-1              m≥3

                  Number of chick bits n-k=m

                 Minimum distance dmin=3

Hamming code are designed to correct single bit error and table below list the number of check bits require for various data length:

	Data bits
	Check bits

(single error correction)
	Check bits

(single error correction)

(double error correction)

	8
	4
	5

	16
	5
	6

	32
	6
	7

	64
	7
	8

	128
	8
	9

	256
	9
	10


The check bits are inserted  at position that are a power of 2 (1,2,4,8,16,……….). and the remaining bits are data  bits.

To calculate the check bits each data position which has a value of 1 is represented by a binary value equal to its position ( 91h bit correspond to 1001). All of the position value are then XORed to produce the bits of the hamming code.

At the receiver all bit position values there is 1 are XORed (data bit only) plus the hamming code code formed by the check bits the result of the XOR is called the (SYNDROME)and the syndrome value represent one of the following value :

1) if the syndrome is zero ,no error has been detected.

2) If the syndrome contains one and only one bit set to 1 ,then an error has occurred in one of the check bits ,no correction is required.

3) If the syndrome contains more than one bit set to 1 then the numerical value of the syndrome indicates the position of the data bit in error. This data bits is inverted for correction. 

Example: find the n block for data  001110010 using hamming code encoding.
 8 bit data require 4 check bit and distributed as follows:

	Bit position
	12
	11
	10
	9
	8
	7
	6
	5
	4
	3
	2
	1

	Position number
	1100
	1011
	1010
	1001
	1000
	0111
	0110
	0101
	0100
	0011
	0010
	0001

	distribution
	D8
	D7
	D6
	D5
	C4
	D4
	D3
	D2
	C3
	D1
	C2
	C1

	
	0
	0
	1
	1
	
	1
	0
	0
	
	1
	
	


Then D6,D5,D4,&D1 position number is XORed to find check bits.

Check bits = D6 XOR D5 XOR D4 XOR D1 

                   = 1010 XOR 1001 XOR 0111 XOR 0011=0111

C1=1, C2=1,C3=1,C4=0

EXAMPLE : for above example the received message is 001101101111 find the syndrome and correct message if possible.

	D8
	D7
	D6
	D5
	C4
	D4
	D3
	D2
	C2
	D1
	C2
	C1

	0
	0
	1
	1
	0
	1
	1
	0
	1
	1
	1
	1

	1100
	1011
	1010
	1001
	1000
	0111
	0110
	0101
	0100
	0011
	0010
	0001


SYNROME = XOR(D6,D5,D4,D3,D1,0111)

                    =  XOR(1010,1001,0111,0110,0011,0111)=0110

Then this indicates that bit position (0110) which is 6th in error and correct message is 

001101001111 removing check bits 

00111001  = data

H.W: fid the transmitted message for 00110101,0011010101110011,01010101 and 0101010101010101

H.W:  find correct message for 

001000110111,101010111110,010111111100001101011
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