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Chapter 1
Web Server Security and Database Server Security

Various high-profile hacking attacks have proven that web
security remains the most critical issue to any business that
conducts its operations online. Web servers are one of the most
targeted public faces of an organization, because of the sensitive
data they usually host. Securing a web server is as important as
securing the website or web application itself and the network
around it. If you have a secure web application and an insecure
web server, or vice versa, it still puts your business at a huge
risk. Your company’s security is as strong as its weakest point.

Although securing a web server can be a daunting operation and
requires specialist expertise, itis not an impossible task. Long
hours of research and an overdose of coffee and take away food,
can save you from long nights at the office, headaches and data
breaches in the future. Irrelevant of what web server software
and operating system you are running, an out of the box
configuration is usually insecure. Therefore one must take some
necessary steps in order to increase web server security. Below
is a list of tasks one should follow when securing a web server.

1. Remove unnecessary services

Default operating system installations and configurations, are not
secure. In a typical default installation, many network services
which won’t be used in a web server configuration are installed,
such as remote registry services, print server service, RAS

etc. The more services running on an operating system, the
more ports will be left open, thus leaving more open doors for
malicious users to abuse. Switch off all unnecessary services and
disable them, so next time the server is rebooted, they are not
started automatically. Switching off unnecessary services will
also give an extra boost to your server performances, by freeing
some hardware resources.
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2. Remote access

Although nowadays it is not practical, when possible, server
administrators should login to web servers locally. If remote
access is needed, one must make sure that the remote
connection is secured properly, by using tunneling and encryption
protocols. Using security tokens and other single sign on
equipment and software, is a very good security

practice. Remote access should also be restricted to a specific
number of IP’s and to specific accounts only. It is also very
important not to use public computers or public networks to
access corporate servers remotely, such as in internet café’s or
public wireless networks.

3. Separate development / testing / production
environment -

Since it is easier and faster for a developer to develop a newer
version of a web application on a production server, it is quite
common that development and testing of web applications are
done directly on the production servers itself. It is a common
occurrence on the internet to find newer versions of a specific
website, or some content which should not be available to the
public in directories such as /test/, /new/ or other similar sub
directories. Because such web applications are in their early
development stages, they tend to have a number of
vulnerabilities, lack input validation and do not handle exceptions
appropriately. Such applications could easily be discovered and
exploited by a malicious user, by using free available tools on the
internet.

To ease more the development and testing of web applications,
developers tend to develop specific internal applications that give
them privileged access to the web application, databases and
other web server resources, which a normal anonymous user
would not have. Such applications usually do not have any kind
of restriction, since they are just test applications accessed that
should be accessed from the developers only. Unfortunately, if
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development and testing is done on a production server, such
applications can easily be discovered from a malicious user, which
could help him compromise and gain access on the production
server.

Ideaily, deveiopment and testing of web applications shouid
always be done on servers isolated from the internet, and should
never use or connect to real life deta and databases.

4 .Web application content and server-side scripting

The web application or website files and scripts should always be
on a separate partition or drive other than that of the operating
system, logs and any other system files. Through experience
we've learnt that hackers who gained access to the web root
directory, were able to exploit other vulnerabilities, and were able
to go a step further and escalate their privileges to gain agcess to
the data on the whole disc, including the operating system and
other system files. From there onwards, the malicious users have
access to execute any operating system command, resulting in
complete control of the web server.

5. Permissions and privileges

File and network services permissions play a vital role in web
server security. If a web server engine is compromised via
network service software, the malicious user can use the account
on which the network service is running to carry out tasks, such
as execute specific files. Therefore it is very important to always
assign the least privileges needed for a specific network service to
run, such as web server software. It is also very important to
assign minimum privileges to the anonymous user which is
needed to access the website, web application files and also
backend data and databases.

6. Install all security patches on time

Although having fully patched software does not necessarily mean
your server is fully secure, it is still very important to update your
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operating system and any other software running on it with the

latest security patches. Up untill this day, hacking incidents still
occur because hackers took advantage and exploited un-patched
servers and software.

7. mﬁmtor and cxudu the server

esent in a web server, should ideally be stored in 2
ea. All network services logs, website access logs,
er logs (e.g. Microsoft SQL Server, MySQL, Oracie)
‘atiﬂg system logs should be monitored and checked

tly. One should always be on the lookout for strange iog
emrncc Log files tend to give all the information about an
attempt of an attack, and even of a successful attack, but most of
the times these are ignored. If one notices strange activity from
the logs, this should immediately be escalated so the issue can be

investigated to see what is happening. g
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8. User accounts

Unused default user accounts created during an operating system
install should be disabled. There is aiso a long list of software
that when instalied, user accounts are created on the operating
system. Such accounts should also be checked properly and
permissions need to be changed reguired. The built in
administrator account should be renamed and is not to be used,
same for the root user on a linux / unix installation. Every
administrator accessing the web server should have his own user
account, with the correct privileges needed. Itis also a good
security practice not to share each others’ user accounts.

9. Remove all unused modules and application extensions

A default Apache installation has a number of pre-defined
modules enabled, which in a typical web server scenario are not
used, unless they are specifically needed. Turn off such modules
to prevent targeted attacks against such modules.
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The same applies for Microsoft's web server; Internet Information
Services. By default, IIS is configured to serve a large number of
application types, e.g. ASP, ASP.NET and more. The list of
application extensions should only contain a list of extensions the
website or web application will be using. Every application
extension should De restricted 10 use specific HTTP verbs

al
only, where possible.

10. Use security tools provided with web server software
B U R

;Vlwcrasort relezsed a m'nae- of too's to heip administrators

secure IIS web server installztions, such &s URL scan. There is
also @ module called mod_security for Apache. Although
configuring such tools is a tedious process and can be time
consuming, especially with custom web applications, they do add
an extra bit of security and piece of mind.

11. Stay mformed

Nowadays, mfor—nahm and tips on the software and operating
system being used can be found freely on the internet. Itis very
important to stay informed and learn about new attacks and

" tools, by reading security related magazines and subscribing to

newsletters, forums or any other type of community.

12, Use Scanners

Scanners are handy tools that help you automate and ease the
process of securing a web server and web applications. Acunetix
Web Vulnerability Scanner is also shipped with a port scanner,
which when enabled will port scan :ne web server hosting the
web application being scanned. Sirilar to a network security
scanner, Acunetix WVS will launch 2 number of advanced security
checks against the open ports and ~etwork services running on
your web server.



L

~

o=
X

J "‘l’n *‘

Chapter2
How to avoid a Hacker Attack on your website

PN\ ono [foESS SPLYRE W - o)
b site hacking is unﬁq.gvegt_iongbw on the rise. Hackers are

W
ot e DR e e e it & e Alives
pecoming eve :HO[—C"\E\S\;;gﬂjbt)COLCO operating within a very Close-
i S SN — A2 -
r

\: B

—_~—

eb application
i acking fordms and
N N : = Sic
texclusive group. Postings

ropagate and facilitate further
2o s Ses) ouaasP anF <

5 __—_H =arle'mn ~ s i \

e . . e - L B N

acking £ e
intrusions are posted on @ NUMD
sites known only to members of tha
are updated daily and are used to pi
8 Z‘.CK?:"“:«"‘ g .‘fh'ﬂf\—\c,-\'f# e a2 \Sl

- > w7 »-‘-{‘. 3 \_’Y \ . '.L u '_ f:['_"} . ‘ [ p =
L “ o ; e ‘ :
Almost daily we read about a new hacker attack wnere web pages
from reputable sites are infected with malicious code¢ These == 4
cyber attacks turn the Q,a_c,ked web sites into launch sites for o Yo

hacking attacks that install maiware on the computers of those
who visit them. :

Web hacking is a result from the adoption of web-based
technologies for conducting e-business. Wnereeas web applications
aillow organizaticns to connect seamlessly with suppliers and
customers, web application vulnerabilities have also exposed a
multitude of previously unknown security risks that may open the
door to a hacker attack. Hackers attack these vulnerable websites
for a number of reasons which can go from stealing sensitive
information to SEO purposes.
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Web hacking for sensitive data

If you are conducting bUsir\wess online, your web site is then
bound to have a wide range of web applications in the form of
'shopping carts, submission forms, 16gin pages, dynamic content,
and other bespoke applications. These web applications are
designed to allow your website visitors to retrieve and submit
dynamic content including varying levels of personal and sensitive
data which is stored in databases.
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orld, your busingss can 2e in serous danger.
Many companies have lost costly legal batties over the theft of
censitive data. Others have ciosed down. All of them have lost
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the trust of their clients and stakeholders and have suffered
substantial damage to their reputation as a resuit.

Hacking attacks to implement phishing sites

Even if your database is not online, or is already secure, or you
think that there is nothing really special to steal from it; that does
not make your web site less vulnerable to a web hack.

Hackers also maliciously perform web page hacks by injecting
code within vulnerable web applications to trick users and redirect
them towards phishing sites that are then used to retrieve users’
bank account details. A cyber attack of this sort, directed mainly
against banksﬁ%p;plm;%@ t services,'can be the result of
) g;f_‘__(_)_l_ Injection, ,,o's;-§’|fé S%r another hacking technigue
_#>° that can be carried out even when the web servers and database
7 engine contain no vulnerabilities.” ¢ > = -2

If this gtcurs and the outcome is that your site is reported and
traced as a phishing site, then you risk possible legai action -
even if you are just a victim.

Sl L) :)9?—\4_3
Web site hacking to abuse bandwidth i—-’;igs\e\g}hg\?g:{)\

A large handwidth is an expensive ccmmodity; hence using
someone else’s to conduct illegal business can be cne of the
easons for a cyber attack.
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Criminals who share or distribute pirated software are likely to
conduct a hack attack on someone else’s server with a big
bandwidth and use it to distribute their illegal products from
there.

Without knowing it, the server's owner is helping carry out an
illicit activity.

Hack attacks to distribute illegal content

Web site hacking increasingly occurs by criminals who wish to
distribute illegal content without leaving trace. For example, a
hacker may attack an innocent person’s website and use it to
disseminate child pornography. When the illicit material is traced
by the authorities, the culprit is untraceable and the site’s
guiltless owner could be faced with serious legal implications, not
to mention damage to his rea! business and reputation. .

Hacking web sites for SEO purposes

Other hack attempts are done to improve a web site’s ranking in
Google using hidden keywords injected on innocent sites.

This activity is disapproved of by the search engines and can
esult in penalties such as a reduction of the victim’s website's

resu

ranking or eliminating its listing from the search engine’s index
dztabase altogether. If you are an online business, these SEQ
punishments could have sericus repercussions on your
operzations



